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server requirements

- 2 gigahertz (GHz) 2-core processor minimum (4-core or more recommended)

- 8 gigabyte (GB) RAM minimum (16 GB or more recommended)

- 80 GB of free space minimum (150 GB free space recommended)

« Windows Server 2012 or 2016

*  Microsoft .NET Framework 4.5 minimum

- SQL Server 2012 /2014 / 2016 / 2017 Express with Management Studio

«  Microsoft Internet Information Services 6.0 or higher role installed and configured.
*  Network interface card, Network connection, and Internet access

« Windows ADK 10: https://go.microsoft.com/fwlink/p/?linkid=859206

*  Windows Deployment Server role installed and configured

«  Crystal Report Plugin: http://www.utopicsoftware.com/downloads/CRRedist2008 x64.zip

@ UTOPIC
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pre-requisites

«  Create a service account to be used for
Persystent Suite services to access the databases.

«  Create an AD group for users who will have
access to the WebUI to manage computers.

«  Open TCP port (Default 8080) for client server
communication.

«  Configure external IP support for communication
with client machines outside of LAN.

@ VUToPIC
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network diagram

Persystent Suite Network Diagram

Central Persystent Server
with
Management Console
(sai/ns)

TCP PORT 8080

-Site A - Site B 2 Site C
Repository Server Repository Server = Repository Server
(sav) - (saL) (sat)

TCP PORT 8080 TCP PORT 8080

288 88 &

Computers will upload repair points (snapshots) to the Site Server they are reporting to.

Computers will poll the site server to get new policy and schedule information based on defined polling interval (Default policy is eve
minutes).

Management console will be used to manage all Site Server and Computers.

TCP port 8080 is default and can be changed at the time of Persystent Server install.

TCP PORT 8080




' Install components

- Master/Single Server Setup

Database Install

z Server Install

WebUI Install

«  Child Server Setup

Database Install
Do UTOPIC
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' master server installation

Prerequisites Installs

Install SQL 2012 /SQL 2012 Express or greater.
Install 1IS Role.
Install Windows 10 ADK

Install Crystal Report Plugins

Install WDS role for PXE support. Configure IP
Helper statements for booting PXE over

different subnets. @ UTOPIC
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' master server installation

Server Configuration

Configure SQL service to start with LocalSystem account.

Create a service account for Persystent Server.

Add service account to Administrators group on the Persystent Server.
Add service account to SQL and assign access to Persystent databases.

Create AD group for users to manager computers through Persystent
WebUI.

Add users to AD group.

Create firewall rule to allow Persystent port to communicate
through firewall on the Persystent Server. ?\ UTOPIC
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' database installation

* Run Persystent Suite Database Setup.exe.

ﬁipersystent Suite Database - InstallShield Wizard =< | @ On the Persystent SUite Database_
e e e ﬂ InstallShield Wizard Welcome page, click

Please read the following license agreement carefully.
EMD USER LICENSE AGREEMENT -
UTOPIC SOFTWARE LLC ex t.

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT BEFORE USING THE

UTOPIC SOFTWARE. BY CLICKING “TACCEPT™, YOU ARE ACKNOWLEDGING THAT PY ° °

YOU HAVE READ AND UNDERSTAND THIS SOFTWARE END USER LICENSE n t e eVleW lcense greement page’

AGREEMENT AND THAT YOU ARE AUTHORIZED TO AGREE ON BEHALF OF YOUR

COMPANY TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO BE BOUMND BY

THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMENT, CLICK “I DO NOT read the |icense agreement Ca rerIly a nd

e e e e ament click I accept the terms in the license
S v agreement, and then click Next.

@ UTOPIC
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' database installation

(®) Site and Repository Database (Master Repository Server Setup)

() Repository Database (Child Repository Server Setup)

Installshield

ﬁ] Persystent Suite Database - InstallShield Wizard >
Database Type
Please select database type

On the Destination Folder page, verify
the install folder and change if necessary.

On the Database Type page, select the
Site and Repository Database (Master
Repository Server Setup).

software
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' database installation

* On the Database Server page, select the

ﬁ Persystent Suite Database - InstallShield Wizard py .
ompase s ﬂ database instance where the databases
are to be installed. Click Next.

Database server that you are installing to:
[ GocahisqLEXPRESS - o

e =< |+ 0Onthe Ready to Install the Program
@) Windows authentication credentials of current user

.
O Server authentication using the Login ID and password below p a g e’ C | I C k I n Sta I I .

Login ID: [sa
e | * On the InstallShield Wizard Completed
- . page, click Finish.

software

@ UTOPIC



server installation

* Run Persystent Suite Server Setup.exe.
* On the Persystent Suite Server—

ﬁ Persystent Suite Database - InstallShield Wizard =
Heenee orcement ﬂ InstallShield Wizard Welcome page, click

Please read the following license agreement carefully.

EMND USER LICENSE AGREEMENT -~ Next.

UTOPIC SOFTWARE LLC

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT BEFORE USING THE o o
UTOPIC SOFTWARE. BY CLICKING "I ACCEPT”, YOU ARE ACKNOWLEDGING THAT ® O N th e REVleW Llcense Agreement page
YOU HAVE READ AND UNDERSTAND THIS SOFTWARE END USER LICENSE ’
AGREEMENT AND THAT YOU ARE AUTHORIZED TO AGREE ON BEHALF OF YOUR

COMPANY TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO BE BOUND BY read the |icense agreement Ca refully and

THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMENT, CLICK “T DO WNOT
ACCEPT,” DELETE THE SOFTWARE FROM ALL MACHINES WITHOUT USING IT, AND  ~

© t accapt e trme i th e srmement click I accept the terms in the license

() I do not accept the terms in the license agreement

agreement, and then click Next.

< Back Mext = Cancel

@ UTOPIC

software



server installation

ﬁ] Persystent Suite Server - InstallShield Wizard

Master or Child Server Setup
Please select Master or Child Server type to install.

@ Master Repository Server

(") Child Repositary Server

Installshield

On the Destination Folder page, verify
the install folder and change if necessary.

On the Master or Child Server Setup,
select the Master Repository Server
option

software
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server installation

* Onthe Site Database Server page, click

ﬁ Persystent Suite Database - InstallShield Wizard py
ompase s ﬂ Browse, and select the database server
to install to, then click OK

Database server that you are installing to:
[ GocahisqLEXPRESS ~ Browse...

Connect using:
(®) Windows authentication credentials of current user
() Server authentication using the Login ID and password below
Login ID: |sa

Installshield

< Back MNext = Cancel

software
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server installation

* On the Specify Logon Credentials for

ﬁ] Persystent Suite Server - InstallShield Wizard = . .
Specty Logon Credentiats for Domain Account ﬂ Domain Account page, specify the user
Sty the srace e o pesaniord af e user account that wil be tscd 25 2 logon account for name and PAsSwWo rd of the user

Persystent Services. The user name must be in the form domainuser name.

Use e oman s e account that will be used as a logon

|Utupic\.ﬂdrninistratur Browse. ..

e account for the Persystent Suite
Service, and then click Next.

InstallShield
< Back Mext = Cancel

@ UTOPIC
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server installation

ﬁ Persystent Suite Server - InstallShield Wizard

Repository Server Information
Please enter or se

Server Mame:

Server IP Address

Server Port:

AD:

AD G p:
InstallShield

lect repository serwver

information

=1

|DESKTOP -ROP 7O <A

[ 192.188.1.138

|sos0

|L.lbopic Jdocal

|Ptc5ecuﬁty

< Back

* On the Repository Server Information
page, accept or change the prefilled
information, and then click Next.

software
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The Server Name box is prefilled with the local server. This
server name will be used for the Persystent Suite Shared
Repository Server.

The Server IP Address list will display the IP addresses of all
network interface cards (NICs) present. If multiple NICs are
present, select the NIC to use for Persystent Suite Server
from the list.

The Server Port box is prefilled with 8080; if this port is in
use by your system, type an available port value in the box.
This port is used by Persystent Repository Service to
communicate with Persystent Client machines.

@ UTOPIC
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The AD box will be prefilled with domain name if the
Persystent Server is part of the domain. This will be used for
authenticating users who can perform imaging and secure
wipe. You can blank out this field if you do not want to use
AD authentication.

The AD Group box will be filled with default AD group
PtcSecurity if the Persystent Server is part of the domain.
You can change this group to any other AD group that you
would like to use.

@ UTOPIC

software



On the Ready to Install the Program page, click
Install.

On the InstallShield Wizard Completed page, click
Finish.

@ UTOPIC
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ﬁ Persystent Suite Database - InstallShield Wizard >
License Agreement L4
Please rea d the following license a greemen t carefully.

END USER LICENSE AGREEMENT ~
UTOPIC SOFTWARE LLC

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT BEFORE USING THE
UTOPIC SOFTWARE. BY CLICKING “1 ACCEPT™, ¥OU ARE ACKNOWLEDGING THAT
¥OU HAVE READ AND UNDERSTAND THIS SOFTWARE END USER LICENSE
AGREEMENT AND THAT YOU ARE AUTHORIZED TO AGREE OMN BEHALF OF YOUR
COMPANY TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO BE BOUND BY
THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMENT, CLICK “T DO NOT
ACCEPT,” DELETE THE SOFTWARE FROM ALL MACHINES WITHOUT USING IT, AND v

(®) I accept the terms in the license agreement Print
() I do not accept the terms in the license agreement
Installshield
< Back Mext > Cancel

Run Persystent Suite WebUI Setup.exe.

On the Persystent Suite WebUI—
InstallShield Wizard Welcome page, click
Next.

On the Review License Agreement page,
read the license agreement carefully and
click I accept the terms in the license
agreement, and then click Next.

@ UTOPIC
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Web ui installation

= Persystent Suite WebUl—InstallShield Wizard - ‘ O n t h e DeStination Fo,der p a ge’ Ve r i fy
select Location of Persystent st Dotabase ® the install folder and change if
Persystent Suite Database Server: n e C e S S a ry.

| {local) vl | Browse... |

Authentication Method

* On the Select Location of Persystent

(®) windows authentication credentials of current user

(O SOL Server msrentication using th logon I ane password below Suite Database page, select the

Logon ID: I

e | database instance where Persystent
<o e [ database is installed.

software
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Web ui installation

* On the Select Authentication Method for

T — “"‘ Persystent Suite WebUI page, select an
L authentication method, and then click
(®) Basic authentication N e Xt .

() Active Directory authentication

IIIIIIIIIIIIII

software
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Web ui installation

T | ° Onthe Select Authentication Method
‘3 for Persystent Suite WebUI page,
R select an authentication method, and
© AchveDiractory suhentcaton then click Next.
o || | | cel

software
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e Persystent Suite WebUI—InstallShield Wizard
-
Specify AD Group Access to Persystent Suite WebUI i
Only users in the Active Directory (AD) group entered below will have \T
cccccc to Persystent Suite WebUI.

AD Group: PtcSecurity

If the AD group exists or if the default group of PtcSecurity is accepted
{PtcSecurity will be created if necessary), dick Mext.

If the AD group does not exist, select the check box below to create it and
then dick Next.

[]create AD group

Installshield

On the Specify IIS User Credentials
page, specify the user name and
password of the user account that IIS
will use to connect to Persystent Suite
Database, and then click Next.

On the Specify AD Group Access to
Persystent Suite WebUI page, enter
the AD group for granting access to the
WebUI. Click Next.

@ UTOPIC
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Web ui installation

* On the Ready to Install the Program page, click
Install.

* On the InstallShield Wizard Completed page, click
Finish.

@ UTOPIC
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' post installation steps

. 4

Launch Persystent WebUI and
install Persystent Suite license key.

Run PE Builder utility and create PE
Image.

Configure WDS for PXE boot.

Make sure Persystent Repository
Service is up and running.

@ VUToPIC






Prerequisites Installs

- Install SQL 2012 /SQL 2012 Express or greater.
« Install lIS Role.

« Install Windows 10 ADK

* Install Crystal Report Plugins

* Install WDS role for PXE support.

@ UTOPIC
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child server installation

Server Configuration

« Configure SQL service to start with LocalSystem account.

« Create a service account for Persystent Server.

- Add service account to Administrators group on the Persystent Server.
- Add service account to SQL and assign access to Persystent databases.

« Create firewall rule to allow Persystent port to communicate through
firewall on the Persystent Server.

- Validate access to the Master Server using IP/Host name and port.

@ VUToPIC
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' database installation

* Run Persystent Suite Database Setup.exe.

ﬁipersystent Suite Database - InstallShield Wizard =< | @ On the Persystent SUite Database_
e e e ﬂ InstallShield Wizard Welcome page, click

Please read the following license agreement carefully.
EMD USER LICENSE AGREEMENT -
UTOPIC SOFTWARE LLC ex t.

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT BEFORE USING THE

UTOPIC SOFTWARE. BY CLICKING “TACCEPT™, YOU ARE ACKNOWLEDGING THAT PY ° °

YOU HAVE READ AND UNDERSTAND THIS SOFTWARE END USER LICENSE n t e eVleW lcense greement page’

AGREEMENT AND THAT YOU ARE AUTHORIZED TO AGREE ON BEHALF OF YOUR

COMPANY TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO BE BOUMND BY

THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMENT, CLICK “I DO NOT read the |icense agreement Ca rerIly a nd

e e e e ament click I accept the terms in the license
S v agreement, and then click Next.

@ UTOPIC

software



' database installation

ﬁ Persystent Suite Database - InstallShield Wizard

Database Type

Please select database type

InstallShield

() Site and Repaository Datal base (Master Reposito

(®) Repository Datal base {Child Repository Server

ﬂ
rrrrrrrrrrrr 1]

Setup)

Cancel

On the Destination Folder page, verify
the install folder and change if necessary.

On the Database Type page, select the
Site and Repository Database (Child
Repository Server Setup). ).

software
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' database installation

* On the Database Server page, select the

ﬁ Persystent Suite Database - InstallShield Wizard py .
ompase s ﬂ database instance where the databases
are to be installed. Click Next.

Database server that you are installing to:
[ GocahisqLEXPRESS - o

e =< |+ 0Onthe Ready to Install the Program
@) Windows authentication credentials of current user

.
O Server authentication using the Login ID and password below p a g e’ C | I C k I n Sta I I .

Login ID: [sa
e | * On the InstallShield Wizard Completed
- . page, click Finish.

software
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server installation

* Run Persystent Suite Server Setup.exe.
* On the Persystent Suite Server—

ﬁ Persystent Suite Database - InstallShield Wizard =
Heenee orcement ﬂ InstallShield Wizard Welcome page, click

Please read the following license agreement carefully.

EMND USER LICENSE AGREEMENT -~ Next.

UTOPIC SOFTWARE LLC

PLEASE READ THIS END USER SOFTWARE LICENSE AGREEMENT BEFORE USING THE o o
UTOPIC SOFTWARE. BY CLICKING "I ACCEPT”, YOU ARE ACKNOWLEDGING THAT ® O N th e REVleW Llcense Agreement page
YOU HAVE READ AND UNDERSTAND THIS SOFTWARE END USER LICENSE ’
AGREEMENT AND THAT YOU ARE AUTHORIZED TO AGREE ON BEHALF OF YOUR

COMPANY TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO BE BOUND BY read the |icense agreement Ca refully and

THE TERMS OF THIS END USER SOFTWARE LICENSE AGREEMENT, CLICK “T DO WNOT
ACCEPT,” DELETE THE SOFTWARE FROM ALL MACHINES WITHOUT USING IT, AND  ~

© t accapt e trme i th e srmement click I accept the terms in the license

() I do not accept the terms in the license agreement

agreement, and then click Next.

< Back Mext = Cancel

@ UTOPIC
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server installation

‘ﬂ Persystent Suite Server - InstallShield Wizard

Master or Child Server Setup
Please select Master or Child Server type to install.

O Master Repository Server

(®) Child Repository Server

InstallShield
< Back

Me:

xt =

On the Destination Folder page, verify
the install folder and change if
necessary.

On the Master or Child Server Setup,
select the Child Repository Server
option

software
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server installation

| - * On the Master Server Information
TS g paee enter Master Servr P/Hos
Name and Master Server Port, then
P — click Next.

Master Server Port: z0a0|

Installshield

@ UTOPIC
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server installation

e ﬂ * On the Repository Database Server
page, click Browse, and select the
database server to install to, then click

Connect using:
(®) Windows authentication credentials of current user .

() Server authentication using the Login ID and password below

Select database server and authentication method

Login ID: |
Password: |

Installshield

software
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server installation

* On the Specify Logon Credentials for

ﬁ] Persystent Suite Server - InstallShield Wizard = . .
Specty Logon Credentiats for Domain Account ﬂ Domain Account page, specify the
Sty the srace e o pesaniord af e user account that wil be tscd 25 2 logon account for user name and PAssSWo rd of the user

Persystent Services. The user name must be in the form domainuser name.

Use e oman s e account that will be used as a logon

|Utupic\.ﬂdrninistratur Browse. ..

e account for the Persystent Suite
Service, and then click Next.

InstallShield
< Back Mext = Cancel

@ UTOPIC
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server installation

5 Pt S Sl W = * On the Repository Server Information
‘j page, accept or change the prefilled

Please enter or select repository server information

e e information, and then click Next.
Server IP Address: | 182.168.1.138 -
AD: |utopic.local
AD Group: |pu:5ecurity
Installshield
< Back Mext = Cancel

software
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The Server Name box is prefilled with the local server. This
server name will be used for the Persystent Suite Shared
Repository Server.

The Server IP Address list will display the IP addresses of all
network interface cards (NICs) present. If multiple NICs are
present, select the NIC to use for Persystent Suite Server
from the list.

The Server Port box is prefilled with 8080; if this port is in
use by your system, type an available port value in the box.
This port is used by Persystent Repository Service to
communicate with Persystent Client machines.

@ UTOPIC
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The AD box will be prefilled with domain name if the
Persystent Server is part of the domain. Enter AD information
of master server. You can blank out this field if you do not
want to use AD authentication.

The AD Group box will be filled with default AD group
PtcSecurity if the Persystent Server is part of the domain.
You can change this group to any other AD group that you
would like to use.

@ UTOPIC
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On the Ready to Install the Program page, click
Install.

On the InstallShield Wizard Completed page, click
Finish.

@ UTOPIC
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' post installation steps

* Run PE Builder utility and create PE
Image.

Configure WDS for PXE boot.

Make sure Persystent Repository
Service is up and running.

@y UTOPIC
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' persystent webui

Repository Server — Persystent Sever containing base images, repair points, a
computer information.

*  Computer Groups — Collection of computers used to organize computers just like
in AD

* Computers — List of computers that have Persystent Client installed.

* Tasks — Task contains list of actions that are executed on client machines.
* Filters — File and Registry filters used with repair and repair points.

* Policies

Post Boot Policy — Policy settings for Persystent Client Service

Pre Boot Policy — Policy settings for preboot environment and integration with other third party
tools.

Event Policy (Repair Policy) — Policy that defines if machines repaired on every reboot or on demand.

* Reports — Predefined reports for managing computers in the environment.

@ UTOPIC
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E post boot policy

S

Schedule & Policy Polling Interval — Client machines wil
communicate with the Persystent Server based on polling
interval. Client machines will pick up changes in policies,
schedules and update history to the server.

Hardware & Software Inventory — Enable or disable
collection of hardware and software inventory.

Upload Images — Enable or disable uploading of machine
snapshots to the server. This is used for disaster recovery in
the event of hardware failure.

Upload Heal Data — Enable or disable uploading of files and
folders that were repaired by Persystent Repair process.

Show Notifier Agent — Enable or disable access ‘
to the Notifier agent on client machines. @ UTOPIC
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No Repair Policy — Computers are put in to
On-Demand repair where computers will be
repaired only when it is scheduled.

Low Level Repair Policy — Performs Low Level
Repair on the machine every time it is rebooted.

Medium Level Repair Policy - Performs Medium
Level Repair on the machine every time it is
rebooted.

High Level Repair Policy - Performs High Level
Repair on the machine every time it ‘
is rebooted. @ UTprIC



* Cache Size — Size of the Persystent cache

.

pre boot policy

partition in % or MB. Default cache size is 30%
which is sufficient to capture a snapshot even
when 70% of OS partition is full.

User Notification — Custom notification text
which will be shown in the event where restart
of the machine is required.

Diagnostic Mode — Allows a machine from
rebooting from Pre-boot environment (PE) for
troubleshooting.

@ UTOPIC
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' Jfile/folder filters ‘

* Base Image — Specify files or folders that you would not like
to be captured in the base image.

* Repair Exempt — Specify files or folders that you would not
like to be repaired on target machines. For example, virus
definition files.

* Repair Point Include — Specify files or folders that you would
not like to be included in the repair points of the machines.
For example, C:\Windows\Temp

* Profile — Specify files or folders that you would like to
exclude from being captured when backing up user |
profiles. @ UTOPIC
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registry filters

Repair Exempt— Specify registry path that you
would not like to be repaired on target
machines.

Set Registry — Specify registry keys and values
that you would like to apply on target
machines.

software
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Create Repair Point — Create repair point of target
machine.

Perform Low Level Repair — Perform Low Level Repair on
target machines.

Perform Medium Level Repair — Perform Medium Level
Repair on target machines.

Perform High Level Repair — Perform High Level Repair on
target machines.

Rebuild Failed Hard Drive — Installs last known snapshot of
the machine from the server in the event of hard drive

failure.
@ UTOPIC
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Perform Secure Wipe — Perform secure wipe on lost or
stolen machines.

Install Base Image — Installs base image on target machine
and installs drivers, changes computer name, joins domain,
etc.

OS Migration — Migrates machine from one operating
system to another with migration of data, profiles and
settings.

@ UTOPIC
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scheduling tasks

 Task can be schedule on one or more machines.

* Priority — Lower the number higher the priority when more than one
schedules are assigned.

e Start Time — Defines the start time of the schedule.

 Duration — Duration for which the schedule is valid for execution and after
the schedule expires and will not be executed.

* Restart Options
Manual Restart — User will be notified and must click Restart to reboot the machine.

Force Restart (Snooze Options) — User will be notified and will have 3 snooze options of
15 minutes each. Computer will be force rebooted if user does not click Restart after 3
snooze options are exhausted.

Force Restart — Machine will be force restarted.

e Start Date — Date from which the schedule is valid for ?\ UTOPIC
execution. J software



run once schedule

’ *  Most commonly used.

‘ # « Executes schedule only once.
w * Will not execute schedule after specified time.

Schedule | Task |  systemschedule | synchronize Schedule
Schedules ‘ New |
Schedule
* Name: Ebea7S3d36534-4bE 1-9a8f-alee37ef129e * Priority: | 50 ~
* Task: [ <Select Task > -~

Occurrence Time (Server Time: 09:19 AM)

Start Time: | 09:00 AM ~ Duration: | 1Day o

Restart options: | Manual Restart ~

Recurrence Pattern

© RunOnce
O paily

O weekly
O Monthly

Start Date: (2018 | [April ~|[e  ~

Save Reset

software
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* Executes schedule daily based on given information.
* Will not execute schedule after specified time.

System Schedule

Schedules |  Daily Schedule |

daily schedule

Daily Schedule

* Name: 13ea763d3-66.a44ba 1-9a8f-alee37ef129e

* Task: | < Select Task >

Occurrence Time (Server Time: 09:20 AM)

Start Time: [09:00 AM  + tion: |1Day ~
[ Manual Restart <~
Recurrence Pattern
O runonce | EE Day(s)
® paily
O weekly
O Monthly
Range of Recurrence
Start Date: [2018 | [April ~lls  ~ ® No end
date
Oendafter (1| | B ] rences
Oendby [ ~ | [April ~][11
Sa Reset

UTOPIC
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_ Jweekly schedule

atunin * Executes schedule weekly based in given information.
‘ \ * Will not execute schedule after specified time.

Schedule | Task | System Schedule

Schedules ‘ Weekly Schedule |

Weekly Schedule

* Name: |3ea763d3-66a4-4ba1-0asf-alee37ef129e f * Priority: |50 ~
* Task: | <Select Task > <~

Occurrence Time (Server Time: 09:21 AM)

Start Time: | 09:00 AM ~ Duration: | 1Day ~

Restart options: | Manual Restart <~
Recurrence Pattern
O Runonce Every L] EE Week(s) on
O paily N = 3
@ weaidy Sunday Monday Tuesday Wednesday ursday Friday Saturday
O mMonthily O O O O O () O
Range of Recurrence
Start Date: [2018 | [ April ~ls ~ @ o end date
Oendafter 1| | N | occurrences
Oendby [2018 < |[april ~][16 ~
Save Reset

@ UTOPIC
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monthly schedule

ﬁ * Executes schedule monthly based on given information.

* Will not execute schedule after specified time.

Schedule ‘ Task ‘ System Schedule |

Schedules | Monthly Schedule |

Monthly Schedule

* Name: |3ea763d3-66a4-4ba1-9a8f-alee37ef129e | * Priority: |50 ~

* Task: | < Select Task > <~
Occurrence Time (Server Time: 09:21 AM)

Start Time: | 09:00 AM ~ Duration: | 1Day M

Restart options: | Manual Restart ~
Recurrence Pattern
O stusnca ® pay L] | § | of every ] HE Month(s)
O O I i mm e
@ Monthly
Range of Recurrence
Start Date: [2018 | [ April ~|[s  ~ ® No end date
Oendafter [1_] | B | occurrences
Oendby  [2018 ~|[May ~][s__ ]
Save Reset

@ UTOPIC
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* Task history is generated whenever it is executed on the

target machines
O * Task history can be viewed on individual computer or using
O Reports on the WebUI.

» Status is provided for every action in the task regardless of
success or failures.

Task History

____

c6063-217-44b9-8c2e-1fdb0S53F2cd Run Disk Clea:
Total Records: 1 Page: ALL Lines: _

Task History Details

m___m_

Execute Batch Script (Service) 2/16/20 2/16/2018 6:55:49AM  Success executed successfully

Total Records: 1 Page: ALL Lines: -

software
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Repository Files — C:\Program Files\Utopic
Software\Server\RepositoryFiles

Server Logs - C:\Program Files\Utopic
Software\Server\Logs

Machine Logs - C:\Program Files\Utopic
Software\Server\MachineLogs\<MAC Address of
Machine>\

Drivers for Imaging - C:\Program Files\Utopic
Software\Server\Drivers

Drivers for PE - C:\Program Files\Utopic
Software\Server\PE Builder\Drivers

PE Builder Utility - C:\Program Files\Utopic

Software\Server\PE Builder\Persystent.PEBuiler. sljo-lf-towpalg



client folders

* Persystent Client Service - C:\Windows\Persystent
* Machine Logs - C:\Windows\Persystent\Logs

UserService.Log — Log for Persystent Client Service.

WinPE.log — Log for WinPE where a machine was booted in PE
environment for execute task or policy.

software
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E hardware independent imaging

File based imaging

Single standard image which can be applied to any hardware
in the environment

Images are stored in single instance repository.

Automated driver installation based on make and model of
the computer.

Automated task sequence for post imaging configuration
(Change Computer Name, Join Domain, Install Application,)

Allows to computer to be encrypted inline with BitLocker
Multicast support
Ability to image computer using USB drive for

remote users. @ UTOPIC
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Prepare a machine (VM is strongly recommended)
with operating system and applications.

Remove all unnecessary user profiles from the
machine.

Perform Disk Cleanup to remove all unnecessary
information.

Take a snapshot of VM once all is configured and

ready to capture the base image.

Create a SYSPREP unattend answer file to

make the imaging process fully automated. @ UTOPIC

software



Console.

{>

Copy the SYSPREP unattend file to root of C:\ of the VM.

SYSPREP the VM: C:\Windows\System32\Sysprep\Sysprep.exe
—oobe —generalize —shutdown —unattend:c:\unattend.xml

VM will shutdown once SYSPREP process completes. ¢ ,
) UTOPIC

software



create base image

- Boot machine to Persystent via PXE/USB/CD DVD boot.

* Click on Create Image.

‘_ ) persystent’

SUITE"

Createlmage

@ -

Image Console

&2

u

Restore Image

Command Pr:

ompt

Base Images

Base Images

n__mmmmmmz_mm-

[0  window:

6348 VMware Virtual Platform
[J windows 76.1 4340 VMware Virtual Platform
[0 Windows 7 x64 Enterprise .net 4.5 Sysprep 4290 VMware Virtual Platform

«  Base Image will be added to WebUI once completed. ?\ UTOPIC

software

Windows 7 Enterprise

Windows 7 Enterprise

otal Records: 3

AMDE4
AMD64

tines: [ -]




E deploy base image

* Base image can be deployed to a machine using any of

the following mechanisms:
‘ | Client Build Wizard
Schedule Task

USB

@ UTOPIC
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E deploy base image pre-requisit

* A base image has been captured.

* Create all necessary computer groups on the
Persystent Web Console

* Create necessary Client Build Tasks which will be used
as part of the build process.

* Boot image and Windows Deployment Services have
been setup and configured.

«  Ensure the computer’s MAC Address is not entered
anywhere in the Web Console.

« Drivers are downloaded for type of machines
to be imaged. @ UTOPIC
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E deploy base image drivers

*  Find out the manufacture name and model of the computer. This information can be found
by running the following command at a command prompt on the target computer: wmic
computersystem get model,manufacturer

*  Note the information.
«  On the Persystent Server, navigate to C:\Program Files\Utopic Software\Server.
« If necessary, create a folder called Drivers.

«  Download the drivers for this model from the manufacturer. The drivers can be in zipped
or CAB format.

*  Rename the zip or cab file to in following format <Manufacturer>.<Model>.zip or
<Manufacturer>.<Model>.cab

«  Example: C:\Program Files\Utopic Software\Server\Drivers\Dell Inc..OptiPlex 9010.zip or
C:\Program Files\Utopic Software\Server\Drivers\Dell Inc..OptiPlex 9010.CAB ?‘5 UTOP|C
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E deploy base image drivers

HP
http://ftp.hp.com/pub/caps-
softpag/cmit/HP_Driverpack_Matrix_x64.html

Dell
http://en.community.dell.com/techcenter/enter
prise-client/w/wiki/2065

Lenovo
https://support.lenovo.com/us/en/documents/
ht074984 @ UTOPIC
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E deploy base image client build wizaft

F‘. ) persystgﬂgl_

P t Serv
P t Gro
Computer Name
Inherit Com)
®) Install Im
Basc Image:
Cr:

Multicast:

Client Build Task (Optional):

Decommission

Client Build Wizard

SUITE-SVR

SUITE-SVR

Bitlocker Setup...

oot 05

L [€]€|][€

Boot computer to Persystent via
PXE/USB/CD DVD

Login to proceed to Client Build Wizard

The Client Build Wizard screen is shown
and Install Image is selected by default.

@ UTOPIC
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E deploy base image client build wizaft

On the Client Build Wizard the following information can be provided:

Persystent Server — Select the Persystent Server that this computer will report to.
Persystent Group — Select the Persystent Group that this computer belongs to.
Computer Name — Enter the name to assign to this computer.

Base Image — The image that is being deployed.

Create Hidden Cache — If Yes is selected, it will create a hidden cache partition
which will enable the repair functionality. If No is selected, it will install the image
on the computer, but it will not create hidden cache partition and you will not be
able to use repair functionality.

Multicast —This option provides the ability to deploy an image to multiple
computer simultaneously. If multiple computers are being imaged, use this option

so that the base image is transferred once over the network ¢ UTOPIC
rather than multiple times. J coflware



E deploy base image client build wizaft

 Client Build Task (Optional) — If a Client Build Task has been
created it can be selected here. This task will be executed
once the base image has been installed on the computer. This
allows you to automate your imaging process.

 Click Build button to start the imaging process.

* The selected base image is now being installed on the
computer.

* Once the base image is installed successfully then machine
will be added to Persystent Web Console automatically. At this
point, the build process is complete and the machine is ready

to be managed through Persystent Web Console. ¢ ,
/ UTOPIC
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E deploy base image schedule task

. —— « Add computer to the WebUI if it already does not exists.

‘ \ * Create a task to deploy base image on the WebUI. Here is an
example of a task which would install base image, join domain
and create first repair point.

Assigned Actions

| = | stee o fweme  escwton | Becoutedny | Onsuccess | omraire | - | - |
O 1 Install Base Image PE Go next Quit @ hd
= Boot To OS PE Go next Quit “ 5
O to Restart Computer Quit @ hd
O JoinDomain . (clientService Restart Computer Quit < g
O Create Repair Point PE Go next Quit @ pd
Total Records: 5 Page: ALL Lines:

« Schedule this task to computer(s) from WebUI.
- Boot computer to Persystent via PXE/USB/CD DVD.

- Computer will execute assigned imaging task.

software
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E deploy base image-USB

Create USB (Physical Server)

On the Persystent Server launch the following executable:
C:\Program Files\Utopic Software\Server\PE
Builder\Persystent.PEBuilder.exe.

Click File | Create USB with Base Images.

On the Create USB for Image Deployment screen select the desired
base images and drivers that will be placed on the USB drive.

At the bottom of the dialog, select the drive letter corresponding to
the USB drive.

Click Create.

The USB drive will be formatted and all data will be lost. Click Yes to
proceed.

Click OK on the success dialog. Jg UTOPIC
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E deploy base image-USB

Create USB (Virtual Server)

On the Persystent Server launch the following executable: C:\Program
Files\Utopic Software\Server\PE Builder\Persystent.PEBuilder.exe.

Click File | Create ISO (Offline) and click Create.

The ISO file will be stored on the desktop of the logged on user
(persystent_pe_offline.iso).

Click File | Create USB with Base Images (Offline).

On the Create USB for Image Deployment (Offline) screen select the desired base
images and drivers that will be placed on the USB drive and click Create.

The files will be exported to C:\Program Files\Utopic Software\Server\USB folder.
Burn the ISO file persystent_pe_offline.iso on the USB drive.
Copy the content of the C:\Program Files\Utopic Software\Server\USB folder to

the root of the same USB drive. .
?g UTOPIC
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E deploy base image-USB

Deploy Base Image

*  Plug the USB drive into the computer and boot to USB.
*  The Build Wizard screen is shown.

» Select the desired options and click Build.

Offline Build Wizard [
‘. ) persystent
SUITE"
Persystent Server: SUITE-SVR b
Persystent Group: SUITE-SVR hd
Computer Name: WINT-1
Bitlocker Setup...
Base Image: Windows 764 ~
Create Hidden Cache: Yes w
Decommission Boot 05

@ UTOPIC
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E deploy base image-USB

Deploy Base Image

* The selected base image is now being installed on the computer. Once the
base image is installed successfully, it will be automatically added to Persystent
Web Console.

software
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Windows XP SP3 and above, Windows Vista SP2 and above,
Windows 7, Windows 8/8.1, Windows 10

1 gigahertz (GHz) processor minimum (2 GHz or more
recommended)

1 GB RAM minimum (2 gigabyte (GB) RAM or more
recommended)

30% continuous free space
Not more than 3 existing partitions on MBR based machines
.NET Framework 4.5 or above

BitLocker policy configured if machines are encrypted with

BitLocker. @ UTOPIC
<
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Launch the MSI by double clicking Agentinstaller.MSI.
On the Welcome screen click Next.

On the Select Installation Folder screen, verify the installation
folder and click Next.

On the Persystent Server Connection Parameters screen, enter
the IP address of the Persystent server in the Host Name field.
Enter the port of the Persystent server in the Host Port field. Click
Next.

On the Confirm Installation screen, click Next.

software
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« On the Installation Complete screen, click Close.

+ Persystent Client Service will be installed and it will create
Persystent partition based on size of the hard drive. You will see
that install is in progress when you see the message “Inheriting
Machine into Persystent Suite”.

* You will note that Persystent partition will be shown in My
Computer and it will be hidden once installation is complete. You
will see that the install is completed when you see the message
“Machine inherited successfully”.

software
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install persystent client - silent

The MSI can be installed without user interaction. To perform

a fully automated installation using the MSI run the following
command:

 Syntax: msiexec /i Agentlnstaller.msi /quiet HOSTNAME=<[Server
IP]> HOSTPORT=<[Server Port]> CREATEREPAIRPOINT=<[1 = YES
or 0 = NOJ> SILENTINHERIT=<[1 = YES or 0 = NO]>
PREFERREDGROUP=<[Name of the group where computer will
be added in Persystent]>

- Example: msiexec /i AgentInstaller.msi /quiet
HOSTNAME=192.168.1.138 HOSTPORT=8080
CREATEREPAIRPOINT=0 SILENTINHERIT=1 ‘
PREFERREDGROUP=Engineering @ !Jo-lf-to\!:zlg



install persystent client - silent

MSI Parameter

HOSTNAME

HOSTPORT

CREATEREPAIRPOINT

SILENTINHERIT

PREFERREDGROUP

Description

Name or IP address of the Persystent Server.

TCP port on which Persystent Server is configured to communicate with client machines.

1 = Create repair point of the machine automatically after computer has finished the inherit process successfully.
0 = Do not create repair point of the machine. (Administrator would schedule repair point either from the Ul or using the
Notifier Agent on the machine). This setting is default if this parameter is not used.

1 =The install process will be completely silent to the user. There will be no notifications shown to the user.
0 = The user will be shown notifications of inherit process. This setting is default if this parameter is not used.

Name of the Persystent computer group where the computer will be added. Note: if the group does not exist then the
computer will be added to the default group called “Inherited Computers” group.

If this parameter is not assigned at the install time then computer will be added to the default group called “Inherited
Computers” group.




install persystent client - troubleshoC

Computers are not communicating with the
server:

The IP address or Port entered for the Persystent server may have
been mistyped.

- Theclient is not able to reach the Persystent Server (Server may be
down, firewall is blocking communication, or Persystent Service may
be stopped).

«  Look at C:\Windows\Persystent\Logs\UserService.0.log for more
information

software
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install persystent client - troubleshoC

Computers are not creating Persystent partition.

There are couple of reasons why Persystent agent would not be able to create
the Persystent partition on the client machines.

Issue: On a BIOS (MBR) based machine, if there are already 4 primary
partitions present then the Persystent agent would not be able to create
the Persystent partition. This is a limitation of BIOS (MBR) based machines.

Solution: You would need to delete one of the existing partition so that
Persystent agent can create its own partition.

software
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install persystent client - troubleshoC

BitLocker is not configured on Persystent Server.

Persystent agent will not inherit the machine if the machine has Bitlocker
enabled but not configured on the Persystent Server.

Solution:
Note type of BitLocker encryption and strength is used.

Log on the Persystent Web Console.

Click on the Persystent Server. Click on Manage tab and then click on Manage tab.
Select desired Encryption Compatibility and BitLocker Encryption strength.

Click Save.

Restart Persystent Client Service and it should continue on inheriting the machine.

@ UTOPIC
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repair point snapshot

* A repair point is a snapshot of operating system and
application files.

* It only contains files and folders that are operating system
and application specific.

« User data and user profiles are not included in the repair
point.

 You can optionally include other files and folders that are
not automatically part of the repair point by using the
“Repair Point Include Filter” feature.

* Repair point can be created using:

Scheduled through WebUI.
Notifier Agent

Command-line @ UTOPIC
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repair point snapshot

A repair point is created locally to the machine and can be
uploaded to the server using policy for disaster recovery.

Repair points are compressed 3:1 and encrypted.

First repair point can take anywhere from 2 minutes to 30
minutes.

Each additional repair point can take 30 seconds to 5
minutes.

@ UTOPIC
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Default Files and Folders captured in a Repair Point
- C:\Bootmgr

- C:\Bootsect.bak

«  C:\Windows (Excluding C:\Windows\CSC)

«  C:\Program Files

«  C:\Program Files (x86)\

«  C:\ProgramData

«  C:\Users\Public

« C:\Users\Default

- C:\Boot

«  C:\inetpub

7

UTOPIC
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repair point — web ui

' Create

« Create a Task to capture repair point if it already doesn’t exist in Webl

« Schedule Task to a machine:

Login to the WebUI.

Click on the Computer Group or the Server where the computer is located.

Select computer(s) to assign the schedule and click on “Schedule” button.

Select task to be scheduled from the pull down menu and give
a name to the schedule.

@ UTOPIC
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Create repair point — web ui

Select schedule options (type of schedule, reboot options, etc.) based ©

requirement.
senvers | computers | imegngconsole | Bass images

Schedule

Click on “Next” button.
Click on “Confirm” to assign schedule to computer(s).

Computer(s) will poll for the schedule and policy changes based on the
poling interval set in “Post Boot” policy. Persystent Client Service will reboot
the machine once schedule information is pulled from the server

to execute the schedule. @ UTOPIC
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' Create

Make sure that Persystent Notifier Agent is enabled in Post Boot Policy in WebUI.

repair point — notifier agen

Make sure that Create Repair Point task is enabled for Notifier Agent in Post Boot Policy on WebUI.

Right click on the Persystent Notifier Agent from the taskbar.

| Create Mew Repair Point l " Schedule Task 3

Enable Schedule and Policy
Disable Schedule and Policy
Update Policy

About...

I o ST

Click on “Schedule Task”.

Click on “Create New Repair Point” task.

Click on “Yes” to schedule the task on the local machine.

Persystent will prompt you to reboot the machine to execute the schedule.

Computer will reboot and create Repair Point of the machine.

@ UTOPIC
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create repair point — command line

- Make sure that Persystent Client is installed and running on the machine.
*  Run CMD as an administrator.

« Change working directory to C:\Windows\Persystent.

«  Type in command: C:\Windows\Persystent\Persystent.Command.exe “ScheduleRepairPoint”

« Persystent will create schedule to create repair point of the machine and asks user to restart
the machine if logged on.

- If the machine is not connected then Persystent will create local schedule. All local schedules
do not generate history since they are disconnected from Persystent Server.

« Persystent will prompt user to reboot if logged in.

«  Computer will reboot and create repair point and then boot back to the operating system.

@ UTOPIC
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File based repair process.
Repairs computer back to last know state in seconds.

Multiple levels of repair to suit different users and
environments.

Auto Repair vs On-Demand Repair
Ability to exclude any file, folder or registry

Ability to repair back to any of the repair points of the
computer.

Repairs computer On or Off the network.

File Change Report to diagnose what files
were repaired on a computer. @ UTOPIC
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' low level repair

Repairs any operating system and application files that are eithet
modified or deleted back to the repair point state.

Deletes any new files/folders that are added in operating system
and application folders.

User profiles are left intact. All change in the user’s profile are
preserved and not repaired.

Any new files/folders created at the root of C:\ will be left intact.

Use Cases:

OS and Application misconfiguration or corruption.
Bad Patch
User misconfiguration Jg !JO-I(-(I)\?IC



' medium level repair

Repairs any operating system and application files that are eithet
modified or deleted back to the repair point state.

Deletes any new files/folders that are added in operating system
or application folders.

User profiles are left intact. All change in the user’s profile are
preserved and not repaired.

Any new files/folders created at the root of C:\ are deleted.

Use Cases:

OS and Application misconfiguration or corruption.
Bad Patch
User misconfiguration Jg !JO-I(-(I)\?IC



E high level repair

Repairs any operating system and application files that are eithet
modified or deleted back to the repair point state.

Deletes any new files/folders that are added in operating system
or application folders.

User profiles are deleted so that new user profiles will be created
when a user logs on.

Any new files/folders created at the root of C:\ will be deleted.

Use Cases:

KIOSK / Lab Environment / Conference Room Computers.

Employee Retent.ion | @ UTOP|C

Virus / Malware infection Softw:



';lrepair levels

High Level Repair

Protects OS5 and
Application Files

Leawves User Profiles
and User Settings
intact

Leave User Data at
root of the C:\
intact




perform repair - webui

« Create a Task to perform repair if it already doesn’t exist in WebUk

« Schedule Task to a machine:
Login to the WebUI.

Click on the Computer Group or the Server where the computer is
located.

Select task to be scheduled from the pull down menu and give a name to

the schedule.
@ UTOPIC
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perform repair - webui
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Computers | Schedule Change Group New Computer |
Schedule Computers
<New > <
Schedule
* Name: |b797c429-f619-452e-820f-97de 7be60fcc Ii * Priority: [ 50 ~
* Task: [Low Level Repair <]

Occurrence Time (Server Time: 06:07 PM)

Start Time: [05:45PM o [ 100y =
Restart options: | Manual Restart ~

Recurrence Pattern

® Runonce

O paily

O weekly

O Monthly

StartDate: [2018 <] [March < |[15_ <]
Next | | Reset | | Back
Group Computers
| e e e ] [ T [ | [ e [ R

‘WIN-3T426QHMI21 Inherited Computers 000C29A5013C No

Total Records: 1 Page: ALL Lines: [—

* Click on “Next” button.
«  Click on “Confirm” to assign schedule to computer(s).

«  Computer(s) will poll for the schedule and policy changes based on the poling interval set in
“Post Boot” policy. Persystent Client Service will reboot the machine once schedule

information is pulled from the server to execute the schedule. ?\ ]
/ UTOPIC
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Make sure that Persystent Notifier Agent is enabled in Post Boot Policy on Wek

Make sure that Repair task is enabled for Notifier Agent in Post Boot Policy on
WebUI.

Right click on the Persystent Notlfler Agent from the taskbar

Customize...

Click on “Schedule Task”.
Click on “Low Level Repair — Agent” task.

Click on “Yes” to schedule the task on the local machine.

Persystent will prompt you to reboot the machine to execute the schedule.

softwa

Computer will reboot and repaired back to last known Repair Point. ?\: UTOP|C



' perform repair - command line

Make sure that Persystent Client is installed and running on the machine.
Run CMD as an administrator.
Change working directory to C:\Windows\Persystent.

Type in command: C:\Windows\Persystent\Persystent.Command.exe
“ScheduleRepair”

Persystent will create schedule to perform repair on the machine and asks user to
restart the machine if logged on.

If the machine is not connected then Persystent will create local schedule. All local
schedules do not generate history since they are disconnected from Persystent
Server.

Persystent will prompt user to reboot if logged in.

softwa

Computer will reboot and it will be repaired to the last known ?\ UTOP|C
repair point. *&



repair log

«  Persystent will create repair log when ever a computer is repaired.
* Repair log will contain following information:

File / Folder that was modified and repaired back.

File / Folder that was not present in Repair Point so deleted from the computer.

File / Folder that was deleted from the computer and was put back by the repair process.

« Repair logs are located in C:\Windows\Persystent\Logs folder. (Heal.X.Log)

T e oo ==

File Edit Format WView Help

Change File: windows'System32%config\DEFAULT -
Change File: windows‘\system22%config\DEFAULT.LOGL

change File: windows'system32config\saM.LOGl

Change File: windows'System32%config\SECURITY. LOGL

change File: windows'system32'config\SOFTWARE {w

Change File: windows'System32"config\SOFTWARE. LOGL

change File: windows'system32'config\sysTEM

Change File: windows‘System32“config\S5YSTEM. LOGL

Change File: windows'System32“Driverstore'drvindex.dat
change File: windows'system32'\Driverstore’infpub. dat
Change File: windowsSystem32“Driverstore'infstor.dat
change File: windows \system32 \Driverstoreiinfstrng. dat
Change File: windows'System32"Msdtc \MSDTC.LOG

Change File: w1ndows\systemaz\wd1\BootPerformanceD1agnost1cs systemData. bin
change File: windows system32'wdi‘\LogFiles \BooTCKCL. et
Change File: windows'System32'wdi“LogFiles shutdownCKCL. et
change File: windows \system32'\wfp'wipdiag.etl

Change File: windows“Tasks“SA.DAT

change File: windows \Tasks“\SCHEDLGU. TXT

Change File: w1ndows\systemsz\conf1g\DEFAULT LOG2

Change File: windows'sSystem32%config\sam.LOG N
change File: w1ndows\system32\conf1g\SECURITY LOG2

Change File: windows“System32"config\SOFTWARE. LOG2 I 5

1 | , software




file change report — web ui

* Login to the WebUI.

* Click on Reports and click on File Change Report.
» Enter search parameters as needed.

*  Click Search.

Report |

File Change Report

File Change Report

MAC Addreas | Bout Ocrurrenos+— |agent Version —Last Checici———|epairadon—lriemepmed T e acrion

BOB-DELL-LAPTOP  00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Windows\System32\config\SYSTEM.LOG 1 Change Fi
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Windows\System32\config\SOFTWARE Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Windows\System32\config\SYSTEM Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Programb: i \amgr 1.dat Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 2 ProgramData Microsoft\Network\Downloader\amgro0.dat Change File
005056340374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\bootstat.dat Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\setupact.log Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3: i i WTUSER.DAT Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:1 T WTUSER .DAT.LOG1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 ice WTUSER.DAT Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM \WTUSER.DAT.LOG 1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\catroot2\edb.chk Change File
00505634D374 690 6.1.6617.32136 3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\catroot2\{127D0A 1D-4EF 2-11D 1-8608-00C04FC295EE} \catdb Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\catroot2\{F750E6C 3-38EE-11D 1-85E5-00C04FC295EE} \catdb Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\config\DEFAULT.LOG 1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\config\SAM.LOG 1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\config\SECURITY.LOG 1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Windows\System32\config\SOFTWARE.LOG 1 Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM Windows\System32\Msdtc\MSDTC.LOG Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 32\wdi\LogFi KCL.etl Change File
00505634D374 690 6.1.6617.32136 3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM 32\wdiLogh \s! KCL.etl Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3: Windows\System32\wfp\wfpdiag.etl Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3: Windows\Tasks\SA.DAT Change File
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3: Windows\Tasks\SCHEDLGU.TXT Change File N
00505634D374 690 6.1.6617.32136  3/15/2018 3:19:56 PM 3/15/2018 3:19:00 PM Windows\System32\config\DEFAULT Change File U To PI C
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' disaster recovery

* Allows to install last known Repair point of the
computer from the server.

- Enables inline BitLocker encryption.

o/
(¢ ) » Rejoins computer back to domain.

« Allows automating post imaging process.

 Use Cases:

Failed Hard Drive
Hardware Failure
Employee Retention

@ UTOPIC
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' disaster recovery — web ui

* Create a Task to install Repair Point if it already doesn’t exist in WebUI.

* Schedule Task to a machine:
Login to the WebUI.
Click on the Computer Group or the Server where the computer is located.

Select computer(s) to assign the schedule and click on “Schedule” button.

Select task to be scheduled from the pull down menu and give a name to the schedule.

@ UTOPIC
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' disaster recovery — web ui

- Select schedule options (type of schedule, reboot options, etc.) based on requirement.

...........
ccccccccc Schedule | Change Group New Computer

Schedule Computers

Schedule |<New > =

Schedule

* Name: [8dacceab-3615-4aca-8c44-54752b5323a0 ] * priority: |50 ~
* Task: [Rebuild Failed Hard Drive I~]
Occurrence Time (Server Time: 07:15 PM)

Next | | Reset | | Back
Group Computers

WIN-3T426QHMI2T Inherited Computers.

Total Records: 1 Page: ALL Lines: [—  «

* Click on “Next” button.

«  Click on “Confirm” to assign schedule to computer(s).

m—_m

«  Computer(s) will poll for the schedule and policy changes based on the poling interval set in
“Post Boot” policy. Persystent Client Service will reboot the machine once schedule

information is pulled from the server to execute the schedule.

7
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Allows computer to be wiped clean by performing
secure wipe.

Ability to do multiple passes when performing
wipe.

Follows NIST 808-88 Clear wipe guidelines.
Generates compliance report.

Use Cases:

End of life computers
End of lease computers
Lost or stolen computers

@ UTOPIC
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E

Client Build Wizard

ersystent
e p y SUITE

Decommission Computer

performing secure wipe

PXE Boot Computer

Administrator logs into the
Persystent (Authorized users only)

Click on “Decommission” button

Select number of “Sanitizing
Passes”

Click “OK” to start

software
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' performing secure wipe

A message box will be shown upon completion of the
decommission process.

*  Click “Yes” to shut down the computer.

Results are uploaded to the Management Server

Administrator can run “Decommission Computer Report” on

/// the WebUI

S/ «  Administrator can search information by

Mac Address

Computer Name

PC Model

PC Serial #

Hard Drive Model

Performed By

Performed Date and Time @ UTOPIC

Status software



performing secure wipe

Report

Decommission Computers Report

Decommission Computers Report
[FAC Addrees [PCHodel |pCSerisl |HardDrvetodel —[tard Drive Size [Hard Drive Serisl [PerfromedOn ~ [StartTime EndTame _|Performed by |Passes|status |
00505623EASA VMware Virtual Platform None VMware Virtual IDE Hard Drive ATA Device 42944186880 00000000000000000001  10/3/2014 2:55:00 AM 10/3/2014 2:55:00 AM 10/3/2014 3:03:00 AM Success
0D0505623EASA VMware Virtual Platform None VMware Virtual IDE Hard Drive ATA Device 42944186880 00000000000000000001 10/28/2014 4:13:00 PM  10/28/2014 4:13:00 PM  10/28/2014 4:21:00 PM

6CC217E02A22 HP EliteBook Revolve 810 G2 8CG4320PRL LITEONIT L8T-128L6G-HP 128034708480 002422106023 8/30/2015 6:04:00 PM

Success

Success

000C29689421
000C29689421
000C29689421
000C29689421
rODOCZS‘iOEA 5

VMware Virtual Platform
VMware Virtual Platform
VMware Virtual Platform
VMware Virtual Platform
VMware Virtual Platform

None
None

None

VMware, VMware Virtual S SCSI Disk Device
VMware, VMware Virtual S SCSI Disk Device
VMware, VMware Virtual S SCSI Disk Device
VMware, VMware Virtual S SCSI Disk Device
VMware, VMware Virtual S SCSI Disk Device

Total Records: 8

2146798080
2146798080
2146798080
2146798080
8587192320

Page: ALL

6/2/2017 12:16:00 PM
6/2/2017 12:24:00 PM
6/2/2017 2:08:00 PM
6/14/2017 8:13:00 PM
2/8/2018 8:31:00 PM

6/2/2017 12:
6/2/2017 2:08:00 PM
6/14/2017 8:13:00 PM
2/8/2018 8:31:00 PM

6/2/2017 12:17:00 PM
6/2/2017 12:24:00 PM
6/2/2017 2:09:00 PM
6/14/2017 8:13:00 PM
2/8/2018 8:32:00 PM

Success
Success
Success
Success

Success




remote secure wipe

N

* Create a Task to Secure Wipe if it already doesn’t exist in WebUI.
* Schedule Task to a machine:

Login to the WebUI.

Click on the Computer Group or the Server where the computer is located.

Select computer(s) to assign the schedule and click on “Schedule” button.

Select task to be scheduled from the pull down menu and give a name to the schedule.

@ UTOPIC
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remote secure wipe

Select schedule options (type of schedule, reboot options, etc.) based on requirement.

Schedule Computers

Schedule

Next | | Reset | | Back

ms_m—_—m

WIN-3T426QHMI2

Total Records: Powes [ALL <] Umem|— <]

Click on “Next” button.
Click on “Confirm” to assign schedule to computer(s).

Computer(s) will poll for the schedule and policy changes based on the poling interval set in
“Post Boot” policy. Persystent Client Service will reboot the machine once schedule

information is pulled from the server to execute the schedule. ¢
/ UTOPIC
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Allows OS to be migrated from one version to
another.

Allows backing up of user profiles, data and settings.
Requirements

Prepare Base image

Drivers

Create a task in Persystent WebUI

Persystent client must be installed on machines

Applications verified for newer OS ?\ UTOPIC

‘ software



Preparing Base Image

* Itis recommended to use thin image with core
applications as needed.

«  Make sure latest patches are installed.

- Make sure to use SYSPREP answer file to
automate the migration process.

software
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0S migration
Preparing Migration Task

In order to fully automate OS Migration process create task in
Persystent WebUI with followings:

Backup existing user profiles, data and settings.

Install new Base Image

» Formats partitions

= Enabled BitLocker if needed
= |nstalls Drivers

= Changes Computer Name

Join Domain

Restore user profiles, data and settings. ‘
Create first Repair point of the machine. @ UOIQPIC



0s migration task

Schedule Task System Schedule Synchronize Schedule
Task New Actions

New Task

* Name: |Windows 10 Migration with USMT Actions

* Component: Managed Mode

: Save ‘ Copy as New Delete : Schedule Reset
Available Actions

Action: | —Please select an Actior

Assign Action
Assigned Actions

T ————me e L e L
USMT Backup User Profiles Backup user profiles data and settings

Client Service Restart Computer
Install Base Image

Installs new base image. PE Go next
Boot To OS Boot to OS to finish sysprep process. PE Go next
Join Domain Joins machine to Utopic domain Client Service Restart Computer
USMT Restore User Profiles Restore user profiles data and settings

Client Service Go next
Create Repair Point

Create new repair point of target ma Go next

Total Records: 6 Page: ALL




0s migration web ui

« Schedule Task to a machine:
Login to the WebUI.
Click on the Computer Group or the Server where the computer is located.

Select computer(s) to assign the schedule and click on “Schedule” button.

Select task to be scheduled from the pull down menu and give a name to the schedule.

@ UTOPIC
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0s migration web ui

Select schedule options (type of schedule, reboot options, etc.) based on requirement.

Group | Computers
Computers | Schedule | Change Group New Computer

Schedule Computers

<New > ~

Schedule

*name: |, be-4235-acdf-b8d
* Task: [Windows 10 Migration with USMT Actions
Occurrence Time (Server Time: 09:33 AM)

Start Time: [09:15AM

Restart options: | Manual Restart <

* Priority: |50 ~

Duration: | 1Day ~]

Recurrence Pattern

® RunOnce
O paily

O weekly
O mMonthly

Start Date: [2018 - |[March ~

Group Computers

loroup___________[mac | PreBootVersion | Post-BootVersion | LastCheckin | ComputerModel | SerialNumber | Company Inventory Id Cache Created

WIN-3T426QHMI2T Inherited Computers 000C29A5013C

Total Records: 1 Pove (AL <] tmem]— <]

* Click on “Next” button.
«  Click on “Confirm” to assign schedule to computer(s).

Computer(s) will poll for the schedule and policy changes based on the poling interval set in
“Post Boot” policy. Persystent Client Service will reboot the machine once schedule
information is pulled from the server to execute the schedule. ?f UTOPIC
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« Allows to deploy applications to Persystent machines.

« Application installers must be in MSI or EXE or script.

software deployment

*  Application installers must support silent install for automated
install.

«  Applications will be installed as LocalSystem context.
E - Deploy Applications by:

Scheduling Task on machines.

Assigning applications at Group level for automated installed based on
group membership.

Post imaging process from Client Build Wizard or USB Build Wizard.
Allowing users to install using Notifier Agent on the machine based on

Pt @ uToP(C
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adding application to persystent

Copy all application install files in a folder. For example: Notepad++

Make sure that the install file is located at the root of the folder in step 1.

Run PE Builder utility on the Persystent Server.

Click on Application.

Click on Add Application.

On Add Application screen enter following information about the application:

Name — Name of the application.

Version — Version of the application.

Architecture — Select the architecture for the application.
Source Folder — Browse to source folder from step 1.

Install File (msi, exe or script):— Name of the MSI or EXE or Batch or PowerShell
script.

Command Arguments — Command line arguments if any ?& UTOPIC
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adding application to persystent

Click Add.

Verify the information entered.

) AddApplication — O

Application Information

MName: |Notepad Plus 754 |
Version: [754 |
Architecture: ubd ~
Licensed: No e

Source Folder:

Install File (msi, exe or script): |npp.'.-".5.-i.|nstaller.e:-:e |

Command Arguments: |f‘5| |

|C:\Users\dpateI\Eource\Workspaces\Persystent\P:|

Application will be added to the Persystent Server and listed under Applications
tab on the WebUI.

software
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Server ‘ Computers Imaging Console

Base Images ‘ Applications l AD OU Paths J

Applications ‘

adding application to persystent

Applications

77IP 18.01 18.01  x64

D Audacity 2.0.5 205  x64
[ Firefox 4.42 4.42 x64
[J Google Chrome 1.3.33.7 1.3.33.7 x64
[ Notepad Plus 7.5.4 7.54  x64
[ office 2010 2010 x64
[ skype 7.41 7.41 x64

3/20/2018 12:11:04PM  Yes

4/20/2018 10:38:14AM  Yes
4/4/2018 1:16:25PM Yes
4/4/2018 12:30:14PM  Yes
4/3/2018 5:12:18 PM Yes
4/20/2018 11:06:47 AM  Yes
4/4/2018 12:48:09PM  Yes

Total Records: 7

No

I e

7 ZIP 18.01\721801-x64.exe

Audacity 2.0.5\audacity-win-2.0.5.exe Jfverysilent

Firefox 4.42\Firefox Installer.exe -ms

Google Chrome 1.3.33.7\ChromeSetup.exe  fsilent /install

Notepad Plus 7.5.4\npp.7.5.4.Installer.exe /S

Office 2010\Setup.exe Jconfig "C:\Office 2010\ProPlusr.WW \config.xml™

Skype 7.41\SkypeSetupFull.exe JVERYSILENT /SP- /NOCANCEL /NORESTART /SUPPRESSMSGBOXES /NOLAUNCH

Page: ALL Lines:

UTOPIC
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assigning application to a group

Login to WebUI.

Expand Persystent Sever on the left-hand side tree.

Click on a specific group where you would like to assign the application on the

left-hand side tree.
Click on Group tab.

Unassigned and Assigned applications would be listed on the page.

Computers

| Newrowp |

Group

Assigned Applicatior

<
<<
Delete Reset ¢:

UTOPIC
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assigning application to a group

Select the applications that you would like to assign to the group.

Click on > button to move application to the Assigned Applications.

Click Save.

Application will be deployed to all machines that are part of the group as they

check-in with the Persystent Server.

Unassigned Applications Assigned Applications

Audacity 2.0.5 | 7 ZIP 18.01
Firefox 4.42 |- | Notepad Plus 7.5.4
Google Chrome 1.3.33.7
Office 2010

Skype 7.41

Save Delete Reset

7
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deploy application using scheduled tas

Login to WebUI.

Click on Task on the left-hand side tree.

Click New tab on the right-hand side to create the new task.

Enter Task information:

— Name — Name of the task. For example: Install 7 ZIP 18.01
—  Component — Select Managed Mode.
—  Note — Enter any notes if needed.

Schedde |  Task | SystemSchedue | Synchvoniee Schedie

Task | New

New Task

* Name: [Install 7 ZIP 18.01 |

e Managed Mode v ]

Installs 7 ZIP on target mad1|ne|

Note:

Save Reset

@ UTOPIC

software



deploy application using scheduled tas

«  Click Save.

«  Select Install Application action from list of Actions.

Schedie | Task | SystemSchedde Synchronize Schedule |
[
Task | New Actions |
New Task

*Name: |Install 7 ZIP 18.01

* Component: Managed Mode

Installs 7 ZIP on target machine
Note:
Save Copy as New Delete Schedule Reset
Available Actions
Action: [Install Applicati v

Assign Action

Assigned Actions

= Record Not Found =

«  Click Assign Action.

- Select application to be installed on the target machine from the dropdown
list.

*  Click Save. @ UTOPIC
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' deploy application using scheduled tas

« Task is ready to schedule on machines.

| schedue Task | System Schediie } Synchvonize Scheduie |
| Task | New Actions New Action ‘
Task

Name: Install 7 ZIP 18.01

Component: Managed Mode

New Action

Action Name:  Install Application

On Success: __Gu next v
On Failure:
* icati 77IP 18.01 v

Action Description:

This action will deploy given application
to target machine.
Action Summary:

Save Reset

@ UTOPIC
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' deploy application using client build wizarc

Applications can be deployed post imaging by using Client Build Wizard. Sele
applications that you would like to install on the Client Build Wizard and they
would be installed on the machine automatically post imaging process.

+  Boot computer to Persystent using PXE/CD/DVD/USB.

«  Computer will now boot into the pre-boot environment and will prompt you to

login.
E *  Enter the username and password that you use to log into Persystent Web
Console.

*  The Client Build Wizard screen is shown and Install Image is selected by
default. On this screen the following information can be provided:

software
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' deploy application using client build wizarc

Client Build Wizard

™) pe rsystent

SUITE"
FPersystent Server: DESKTOP-ROP7Q4A i
Fersystent Group: Faculty ~
Computer Name: |VMPGQQ{
() Inherit Computer
® Install Image: Bitlocker Setup... Applications...
Base Image: Windows 10 1709 ~
Create Hidden Cache: Yes hd
Multicast: No v
Client Build Task (Optional): Mone o

Decommission m Boot0OS

@ UTOPIC
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' deploy application using client build wizarc

*  Persystent Server — Select the Persystent Server that this computer will report to.

*  Persystent Group — Select the Persystent Group that this computer belongs to.
+  Computer Name — Enter the name to assign to this computer.
- Base Image — The image that is being deployed.

*  Create Hidden Cache — If Yes is selected, it will create a hidden cache partition which will enable the
repair functionality. If No is selected, it will install the image on the computer, but it will not create hidden
cache partition and you will not be able to use repair functionality.

«  Multicast —This option provides the ability to deploy an image to multiple computer simultaneously. If
multiple computers are being imaged, use this option so that the base image is transferred once over the
network rather than multiple times.

«  Client Build Task (Optional) — If a Client Build Task has been created it can be selected here. This task will
be executed once the base image has been installed on the computer. This allows you to automate your
imaging process.

- Bitlocker Setup — Click on Bitlocker Setup button to configure Bitlocker and TPM settings.
- Applications — Click on Applications button to select any applications that you would like to deploy post

imaging process.
@ UTOPIC
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' deploy application using client build wizarc

Applications

Applications Installed per Group: Ophonal Applications:
Audacity 2.0.5 TZIP18.01
Firefow 4 42

Google Chrome 1.3.33.7
Motepad Plus 7.5.4

Office 2010
Skype 7.41
=
*  Click Build.

«  The selected base image is now being installed on the computer. Once the base image is
installed successfully then it will be added to Persystent Web Console automatically. The
machine will automatically install any applications selected on this wizard. At this point,
the build process is complete and the computer is ready to be managed through Persystent
Web Console.

@ UTOPIC
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install application using notifier agent

Applications can be installed by users using Notifier Agent from the machine bz
on policy.

*  Only un-licensed applications can be installed by users.

«  Policy must be set to allow users to install applications.

‘ rl «  Allun-licensed applications will be shown to user to install on their machines.

software
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=

install application using notifier agent

Policy to allow user to install applications using Notifier Agent.

Post-Boot ‘ Pre-Boot ‘ Event
Manage ‘ New ‘ |
Policy

* Name: |Utopic |
= & y: |[Enabled
[

* Schedule & Policy Polling Intervak: I 1Hour
* Upload Images: |Disabled
3

= v] + Show Notifier Agent: |Enabled v]
Application installs using Notifier [Enabled
Agent:

vl

vl

vl

Notifier Agent Tasks
Tasks Assigned Tasks

High Level Repair and Restore Data using Dell Mc Create Repair Point
‘Install Base Image With BitLocker - | High Level Repair
Install Office 2010 Low Level Repair
MBR Windows 7 to Windows 10 UEFI Migration >> | Medium Level Repair
Rebuild Failed Hard Drive
Rebuild Failed Hard Drive and Restore Data using <
Secure Wipe Stolen Machine
Update WIM =3

|

Save | CopyasNew | Delete | Reset

Available Post-Boot Policies

e~ [schedui  Pokc Polln nterval [arinare & Softwae avestory —————Upoad Inages ——|shon ot Agent——{Upload HealData
Demo 1 Hour Enabled Disabled Enabled Disabled Disabled
Utopic 1Hour Enabled Disabled Enabled Enabled Enabled

Total Records: 2 Page: ALL Lines:

UTOPIC
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install application using notifier agent

* Right click on Notifier Agent running in the task bar on the machine.

«  Select “Install Application”.

Schedule Task
7ZP18.01 Install Appli
Adebe Reader DC18.11 Enable Schedule and Policy
Audacity 20.5 Disable Schedule and Policy

Firefox 4.42 Update Policy
Google Chrome 13337 Show Logs...

Notepad Plus 754 Purge Repository..
Skype 741 Cancel Local Schedules...

View Client Configuration...

- Select an application to be installed.

«  Click Ok to installed the application.

Install Motepad Plus 7.5.47

T = @‘ummc
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install application using notifier agent

*  Application will be installed and user will be notified on installation progress.

X

Installation of Notepad Plus 7.5.4

completed successfully.

12:49 PM

‘ r 03 s
- «  Application inventory will be updated to the Persystent server reflecting installation of the

new application.

@ UTOPIC
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Application replication will allow administrator to add application
the master server and then replicate them to other Persystent Server
automatically.

The master server should be accessible over the network from all
other Persystent Servers in order for the application replication to
work correctly.

Only approved applications will be replicated to the other servers.

software
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application replication to other servers

Setting up Master Server
A master image server needs to be dedicated in the Persystent WebUI so that all other
Persystent Servers can replicate base images.

¢ Login to the Persystent WebUI.

¢ Click on the Persystent Server on the tree which is going to be Master Server.

. Click on the Server tab.

Click on the Manage tab.

< Scroll down to Server Policy section.

Server Policy
Max Repair Points: I 5 v] Log Files To keep On Servers For: [30 Days v]
Max Profile I 1 "W Log Files To keep On Clients For: l 30 Days v ]
itory Mai I Enabled (Everyday) v ‘ itory Mai Time: l 12 AM v l
Is this a Master Server: |Yes v] Master Server:  DESKTOP-ROP7Q4A
Image/Application Sync Frequency to other servers: I 12 Hours v ) Image/Application Sync to this server: Disabled

«  Change the setting for “Is this is a Master Server” to “Yes”.

< Set the “Image/Application Sync Frequency to other servers” to desired setting (default setting is 15
Minutes).

*  Restart “Persystent Repository Service” on this server. ?\5 UTO PIC
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application replication to other servers

Setting up Child Server

A master image server needs to be dedicated in the Persystent WebUI so that all other

Persystent Servers can replicate base images.

¢ Login to the Persystent WebUI.

¢ Click on the Persystent Server on the tree which is going to be Child Server.
*  Click on the Server tab.

¢ Click on the Manage tab.

< Scroll down to Server Policy section.

Server Policy
Max Repair Points: ‘ 5 v ‘ Log Files To keep On Servers For: [ 30 Days v |
Max Profile Images: ‘ 5 v ‘ Log Files To keep On Clients For: [ 30 Days v |
itory Mail l Enabled (Everyday) v l itory Mai Time: l 12 AM v ]
Is this a Master Server: No Master Server: DESKTOP-ROP7Q4A
Image/Application Sync Frequency to other servers: 12 Hours Image/Application Sync to this server: l Enabled v |

«  Change the setting for “Image/Application Sync to this server” to “Enabled”.
*  Restart “Persystent Repository Service” on this server.

*  Repeat steps 1 — 8 for all other child servers.

7
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application replication to other servers

All applications by default are set not be replicated. It is a good practice to test the applications

Set Application to be replicated

first and then set it to be replicated to other servers.

Login to the Persystent WebUI.

Click on the Persystent Server on the tree which is dedicated as master server.
Click on “Applications” tab. All available applications will be listed.
Click on the application that needs to be replicated to other servers.

Change the setting “Synchronize Application” to “Yes”.

Application will be synchronized to other servers based on the policy.

nz_mmﬁm_m

2z
§ 8

[0 Google Chrome 1.3.33.7 1.3.33.7 x¢

< Bl Bl
faredgd
"
i

2 =
§ 8

7 ZIP 18.01\721801-x64.e: s
Audacity 2.0.5\aud
Firefox 4.42\Firefox
Google Chrome 1.3.

Iverysient

-ms

@ [sient finstall

Notepad Plus 7.5.4\pp.7.5.4.Installer.exe /S

Office 2010\Setup.exe Jeonfig "C:\Office 2010\ProPlusr. WW \config. xmi™

Skype 7.41\SkypeSetupFull.exe /VERYSILENT /SP- [NOCANCEL /NORESTART /SUPPRESSMSGBOXES /NOLAUNCH

@ UTOPIC

software



application installation history

Application installation history from each computer is updated on the Persystent Web
You can view status of each application installation for every computer.

* Login to the WebUI.
¢ Expand the Persystent Server on the left-hand side tree.
« Click on the Computer Group or the Server where the computer is located.

« Click on the computer for which you would like to see the application installation history.
Group Computers

[ i computertme Jomwp | oreont oot ot Verion] st i Computerade | et company mventon et

[J 1309 HPTESTRC Root.Orlando.Faculty BOSADAES4280 10.0.16299.15  6.2.6687.21808  4/25/2018 7:59:35AM  HP Paviion Notebook SCD54537F6 Yes
[ 1508 vMPC-99 Root.Orlando.Faculty 000C29547432 10.0.16299.15  6.2.6687.21808  4/23/2018 2:46:27PM VMware Virtual Platform VMware-56 4 63 dd 15 9e ca 4a-b8 77b2 38 0854 7 Yes
Schedule Total Records: 2 Page: ALL Lines:

« Click on the History tab.
* Click on the Application History tab.
* Application h

[ e

istory will be displayed based on when the computer had installed each application.
v vy |

Frrremre— e

| Application History

Application History

T I S e S S S Y S
0 = VMPC-99 000C29547432 Office 2010 2010 4/23/2018 12:28:15 PM 4/23/2018 2:46:27 PM 6.2.6687.21808
m) [ VMPC-99 00029547432 Audacity 2.0.5 20,5 4/23/2018 12:25:07 PM 4/23/2018 2:46:27PM 6.2.6687.21808
[ VMPC-89 000C29547432 Firefox 4.42 442 4/23/2018 12:25:02PM 4/23/2018 2146127 PM 6.2.6687.21808
0 2 VMPC-99 000C29547432 Skype 7.41 741 4/23/2018 12:24:11PM 4/23/2018 2:46:27 M 6.2.6687.21808

[Delete | Total Records: 7 Page: AL | Lines: [— | S0 f tware

0O 2 VMPC-99 000C29547432 Google Chrome 1.3,33.7 1.3.33.7 4/23/2018 12:21:40 PM 4/23/2018 2:46:27 PM 6.2,6687.21808 N
o a1 VMPC-99 000C29547432 Notepad Plus 7.5.4 7.5.4 4/23/2018 12:20:48 PM 4/23/2018 2:46:27 PM 6.2,6687.21808
[ VMPC-99 000C29547432 721P 18.01 18.01 4/23/2018 12:20:47 PM 4/23/2018 2:46:27 PM 6.2.6687.21808 5



application installation report

Application installation report can be run to view status of all or specific ins
of an application. This report can be exported to EXCEL.

Login to the WebUI.
Expand Reports.
Click on Application Deployment Summary report.
Search options:
— Application Name — Specify name of an application or leave it blank for all applications.
— Computer — Specify name of a computer or leave it blank for all computers.
Select desired report option
— HTML Report — Results are displayed in the WebUI.
— MS Excel (XLS) — Results are exported in excel format.
Click Search.

Results are displayed in selected format.

@ UTOPIC
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application installation report

e -0 nllas no =

<« cC @ @ 192.168.1.138

B

6 persystgﬂg

3l servers ~ Site: Site, Group: Appication Deployment Summary Report
=) {4 Orlando

12 Facuity Report

K inherited Computers

s Application Deployment Report |

A stugenns

Report Format

Logout

= {4 UTOPIC-ADO1
42 inhented Computers

IN-ST426QHMI2

% Schedule

jTek Search

Choose Report Format: |HTM. Report

Policy
Post oot Apphication Name: —-ALL—
Pre Boot
Event
*Fiters Search
User
4 Reports
9 Poliies by Grow
s Poldies by Computer
& Computer Schedue
9 Software Inventory
8 Hardvware I
& Software Summary
@4 Hardware Summary
nventory

Computer: |—All—

8 Syste
& Volume Inventory

@ Processor Invent
8 Server Summary

@4/ Computer Repair Points Summary
@4 Repair Summary

8 Iherit Status Summary

8 Schedde Status Summary

8 Decommission Computers Summary
4 Imaged Computers Summary

4 Fik Chang= Report
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application installation report

Report |
Application Deployment Report |
Application Deployment Report
e e S ™ S T N
DPMAIN-LAPTOP D89D67CBOFDS 77IP 18.01 18.01 4/18/2018 11:33:18 AM 3/21/2017 10:05:27 AM 5.37.6155.16468
16 1909 HPTESTPC BOSADAES4280 77IP 18.01 18.01 4/23/2018 5:00:49 PM 4/25/2018 7:59:35 AM 6.2.6687.21808
21 1909 HPTESTPC BOSADAES4280 Notepad Plus 7.5.4 7.5.4 4/23/2018 5:00:51PM 4/25/2018 7:59:35 AM 6.2.6687.21808
24 1909 HPTESTPC BOSADAES4280 Google Chrome 1.3.33.7 1.3.33.7 4/23/2018 5:01:14PM 4/25/2018 7:59:35 AM 6.2.6687.21808
25 1909 HPTESTPC BOSADAES4280 Skype 7.41 7.41 4/23/2018 5:02:04PM 4/25/2018 7:59:35 AM 6.2.6687.21808
26 1909 HPTESTPC BOSADAES4280 Firefox 4.42 4.492 4/23/2018 5:02:24PM 4/25/2018 7:59:35 AM 6.2.6687.21808
27 1909 HPTESTPC BOSADAES4280 Audacity 2.0.5 2.0.5 4/23/2018 5:02:32 PM 4/25/2018 7:59:35 AM 6.2.6687.21808
28 1909 HPTESTPC BOSADAES4280 Office 2010 2010 4/23/2018 5:08:17 PM 4/25/2018 7:59:35 AM 6.2.6687.21808
pic] 1908 VMPC-99 000C29547432 Office 2010 2010 4/23/2018 12:28:15PM 4/23/2018 2:46:27PM 6.2.6687.21808
27 1908 VMPC-99 000C29547432 Audadity 2.0.5 2.0.5 4/23/2018 12:25:07 PM 4/23/2018 2:46:27 PM 6.2.6687.21808
2% 1908 VMPC-99 000C29547432 Firefox 4.42 4.42 4/23/2018 12:25:02PM 4/23/2018 2:46:27 PM 6.2.6687.21808
25 1908 VMPC-99 000C29547432 Skype 7.41 7.41 4/23/2018 12:24:11PM 4/23/2018 2:46:27 PM 6.2.6687.21808
24 1908 VMPC-99 000C29547432 Google Chrome 1.3.33.7 1.3.33.7 4/23/2018 12:21:40 PM 4/23/2018 2:46:27 PM 6.2.6687.21808
21 1908 VMPC-99 000C29547432 Notepad Plus 7.5.4 7.5.4 4/23/2018 12:20:48 PM 4/23/2018 2:46:27 PM 6.2.6687.21808
16 1908 VMPC-99 000C29547432 77IP 18.01 18.01 147 PM 4/23/2018 2:46:27 PM 6.2.6687.21808
o
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